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State of 911 Webinar Series
• Designed to provide useful information about federal and state participation in the 

planning, design, and implementation of Next Generation 911 (NG911) coupled with real 
experiences from leaders overseeing these transitions throughout the country

• Webinars are typically held every other month and include presentations from a federal-
level 911 stakeholder and state-level 911 stakeholder, each followed by a 10-minute 
Q&A period

• For closed captioning, hover at the bottom of the Zoom screen for meeting controls, 
then click         to start viewing closed captioning 

• For more information on future webinars, to access archived recordings, and to learn 
more about the National 911 Program, please visit 911.gov

• Feedback or questions can be sent to: National911Team@MissionCriticalPartners.com

http://www.911.gov/
mailto:National911Team@MissionCriticalPartners.com




https://911treeoflife.org/


Questions

The “Q&A” feature is in the meeting controls 
that will display when hovering at the bottom of 
the Zoom screen.

Once clicked, a new pop-up window/chat box 
will open to navigate the Q&A functions. 

Or, to ask your question “live,” use the “Raise 
Hand” feature to request your phone line to be 
unmuted and you will be called upon to ask 
your question.
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CYBER RESILIENT 911 (CR911) 
PROGRAM OVERVIEW
November 8, 2022



Cyber 
Resilient 
911 (CR911)

An initiative to help 
911 centers close the 
emerging operational 
cybersecurity gaps
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911 at Risk

Data from the 2018 SAFECOM Nationwide Survey (SNS) Results. The SNS is a nationwide data collection effort to obtain actionable and critical data that drives 
the nation’s emergency communication policies, programs, and funding.

https://www.cisa.gov/sites/default/files/publications/6.%20SNS%20Results%20-%20For%20RCs%20and%20Website_FINAL_508Compliant_11142018.pdf


 “Enable a “resilient next generation 911 (NG911) 
ecosystem”

 In coordination with the the Federal 
Communications Commission (FCC), the National 
Highway Traffic Safety Administration (NHTSA), 
and the National Telecommunications and 
Information Administration (NTIA) to lay the
groundwork

 Guided by recommendations from the National 
911 Program’s NG911 Roadmap
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Congressional Directive



Cyber Risk Management

Stakeholder 
Engagement

Education and Training

Potential Technical 
Solutions:
- Cybersecurity as a Service
- Regional Ops Centers

Material & Non-Material CR911 Solutions



CISA, FCC, NHTSA, NTIA

Public Safety Answering Points (PSAPs)

Legislated Partners

911 Associations, Industry & Academia

Cyber Resilient 911 Stakeholders



Needs Phase

Define the needs for
a new program based 
on a capability gap.

Produce/Deploy

Produce, deploy, 
and maintain the
new capability
until retirement.

Obtain Phase

Develop and evaluate and test the selected option.

Analyze/Select

Identify and evaluate alternative 
solutions to meet the capability 
gap and recommend the best 
option to pursue.
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Needs 
Analysis DevelopDetailed 

Design
Functional 

DesignPlanningSolution 
Analysis

Implement Operations &
Maintenance

Technology/Solution Development Integration & Testing

Proof of Concepts Pilots
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2b 2c

Review and approval of key acquisition documents that
2a establish the cost, schedule, and requirements baselines

for the program

Mission need and capability 
gap are validated and 
approved

Capability gap is 
identified against a 
mission need

JRC
Acquisition Decision 

Events

Systems Engineering Lifecycle



Needs Phase

Define the capability gaps for a new 
program based on mission needs.

Produce/Deploy

Produce, deploy, and 
maintain the new 

capability to the user 
base: Full Operating 

Capability (FOC).

Obtain Phase

Develop, evaluate, 
and test the 

selected option.

Analyze/Select

Identify and evaluate alternative
solutions to meet the capability gap and 
recommend the best option to pursue.

0 1 2a 2b

2c
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FY22 FY23 FY24

10 2a
Review and approval of key acquisition 
documents that establish the cost, schedule,
and requirements baselines for the program

Mission need and capability gaps 
are validated and approved

Capability gaps are
identified against a
mission need

Acquisition 
Decision Events

We are here

DHS Acquisition Process & Timeline



Stakeholder engagement leading to 
implementation

Partnerships improving products

Innovation creating tools and capabilities

Information sharing resulting in action

Collaboration 
& Action in 
Support of 911



Facilitation of Forums

SAFECOM/NCSWIC
Next Generation 911 (NG911) 
Working Group

ECPC Federal 911 
Working Group



Cybersecurity Research & Development
ECC Profile & 

Dashboard

Assess and manage 911 
center cybersecurity

Security control profile

Enhanced toolset to 
support assessment and 

management of 
ECC/public safety 

answering point (PSAP) 
cybersecurity

Cyber-Resilient 
Public Safety 
Infrastructure

Monitor ECC traffic for 
malicious activity

Traffic monitoring 
capability

Improved capabilities to 
monitor ECC/PSAP traffic 

for anomalous and 
malicious activity

Telephony Denial of 
Service Mitigation

Enable viable defense 
and mitigation capability

Detection capability with 
visualization dashboard

Enhanced toolset to 
support awareness and 
defense of cyber attacks

Multimedia 
Analysis

Consume multimedia in 
the 911 system

Multimedia analysis 
engine capability

Improved analysis of 
multimedia content 

arriving at ECCs/PSAPs 
for relevance and cyber 

threats



Education & Training

 CISA Cyber Advisors, Resource 
Hub & Services Catalogue

 Ransomware Poster

 911/PSAP Cyber Awareness 
& Assessment TA (webinar)

 Updates to core offerings:
o ITSL
o NIFOG 2.01
o NSSE/SEAR Toolkit



INFLUENCE THE FUTURE 
OF EMERGENCY 
COMMUNICATIONS





Questions

The “Q&A” feature is in the meeting controls 
that will display when hovering at the bottom of 
the Zoom screen.

Once clicked, a new pop-up window/chat box 
will open to navigate the Q&A functions. 

Or, to ask your question “live,” use the “Raise 
Hand” feature to request your phone line to be 
unmuted and you will be called upon to ask 
your question.



Tackling 911 Staffing 
Challenges

ANN PINGEL
ANNE ARUNDEL COUNTY POLICE DEPARTMENT



Hiring Challenges

 History on the application process
 Pre-COVID received high numbers of applications
 Once COVID hit the application numbers decreased 
 Post-COVID the application numbers were not increasing as 

expected
 Reviewed the process to determine what was missing 



Hiring Challenges (continued)

 Application process before 
recruiter:
Job posting was open for 

20 days
Pre-hire testing
Open houses

Oral interviews
Electronic Statement of 

Personal History
Background investigations
Conditional letter of 

employment
Drug test



What Needed to be Changed

 Looking back at what worked and where we needed to go as a 
department 

 Reviewed areas where we are losing applicants and why
 Who was doing the recruiting currently
 Ways to move forward



Hiring a Recruiter

 What are you looking for in a recruiter
 Compile a job description to include experience, 

compensation, hours 
 Make a list of expectations and responsibilities 



Responsibilities of a Recruiter

 The recruiter needs to have a good understanding of expectations
 Have a good working knowledge of the organization
 What are the organization’s recruiting needs and commitments
 Comprehend the position of a 911 Specialist
 Knowledge of the application process



Expectations

 What is main goal for the recruiter? 
 Develop a system on tracking the applicants and their progress
 Community outreach
 Knowledge of the duties and the position(s)



Knowledge of the Organization

 Selection process being utilized by the organization
 Observe 911 Specialists to understand the position
 Minimum qualifications for the position
 What disqualifies an applicant 



Recruiting Needs

 Knowledge of organization’s social media, announcements, open 
houses, advertising tools, flyers and/or banners

 Types of events to attend to advertise the position(s)
 When is the best time to reach out to applicants



Best Practices

 Recruiter needs to assist in advertising the position by creating 
banners, flyers, posting on social media platforms

 Attend community hiring events, local high school and college 
job fairs

 Partner with sworn police recruits and attend events 



Best Practices (continued)

 Best time to contact applicants
 Host open houses for applicants
 Work with applicants regarding Critical testing and take Critical to 

understand the test 
 Provide as much information to the applicants about the test as possible
 Go over background investigation and process with applicant
 Have knowledge of background software to work with applicants



Best Practices (continued)

 Keep lines of communication open with applicants to answer questions
 Talk to them about the oral interview and how to best prepare for the 

interview 
 Set up the observations for the applicants
 Maintain communication with applicants until final offers are received
 Maintain records on past and current applicants to communicate about 

future hiring processes 



QUESTIONS??

Contact Information

Ann Pingel
Communications Manager

Anne Arundel County Police Department
apingel@aacounty.org

410-222-8600

mailto:apingel@aacounty.org


Questions

The “Q&A” feature is in the meeting controls 
that will display when hovering at the bottom of 
the Zoom screen.

Once clicked, a new pop-up window/chat box 
will open to navigate the Q&A functions. 

Or, to ask your question “live,” use the “Raise 
Hand” feature to request your phone line to be 
unmuted and you will be called upon to ask 
your question.



Future Webinars
Stay tuned for a listing of the 2023 webinar dates

Previous State of 911 webinars are available at: www.911.gov/webinars.html

http://www.911.gov/webinars.html


• Brian Tegtmeyer
National 911 Program Coordinator
202-366-2705
Brian.Tegtmeyer@dot.gov

• Feedback or questions can be sent to: 
National911Team@MissionCriticalPartners.com

National 911 Program

mailto:Brian.Tegtmeyer@dot.gov
mailto:National911Team@MissionCriticalpartners.com
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